


Lab: Passive Information Gathering using OSINT
• Download and install “xmind” application (https://xmind.app/)

• Using OSINT, gather information about “(Target) telenor.com.pk":-
• Company Name
• Key Services / Products 
• Scope of Services
• Website

• Fully Qualified Domain Name (FQDN)
• Hosting Country / Company
• Age
• IP Address
• Geo Location of Web Server (longitude/latitude)
• Technologies
• Load Balancer / Web Application Firewall (WAF), if any

• Data centre Devices:-
• Datacom (routers, switches)
• Next Generation Firewall  (NGFW) vendor
• Network Time Protocol (NTP) Server 
• Apache Server 
• Web Application Firewall (WAF),if any
• Load Balancer, if any



Lab: Passive Information Gathering using OSINT

• Using OSINT, gather information about “(Target) Telenor Pakistan":-
• Content Delivery Network (if any)

• Sub-domains 

• Domain Registrar 

• Shared hosting 

• Mail Servers

• Name Servers (DNS)

• Website Mirroring

• Harvesting Email lists 

• Banner Grabbing / Determine Operating System 

• Acquisitions 



Finding Sub-Domains



Finding sub-domains using 
“Subdomain Finder”



Finding sub-domains using 
assetfinder (linux)



Finding sub-domains using 
subfinder (Linux)

How to install: apt install subfinder



Finding sub-domains using 
crt.sh



Finding sub-domains using 
Amass



Finding sub domains using 
Google Dorks



Web site mirroring using
Httrack / cyotek webcopy



Shodan.io



Banner Grabbing(Operating System) 
Using Censys



https://www.maltego.com/downloads/



exiftool image analyzer 



Social Media profiler
sherlock using kali Linux

Apt install sherlock
sherlock (username)

https://www.social-searcher.com/



Introduction

DNS Footprinting













DNS + Resource + 

Records





DNS Footprinting Using Dnsdumpster


